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* Need for privacy

* Threats to privacy
In the library

o Safeguards
* Public awareness
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SERIOUSLY..? N

REAY TC 0T NOTHI | GUESS '\ WELL, IT'S NOT LIKE
TNk T T WIDE I THE oY Ve | /VE BEEN ANYWHERE
NSA IS GOVERNMENT \ONITORED | ON THE INTERNET |
MONITORING | WANTS TOHEAR | | TRaFFic. | oWOULDNT WANT ]
PEOPLE'S | ME ORDER A PIZZA, RATFIC. | ON WY PERMANENT ° a e S Cu rl
PHONE cALLS.] THEY CAN KNOCK : RECORD... e

THEMSELVES ouT.

HED:  Human diginity

WELL, | GUESS
YOU HAVE
NOTHING TO
WORRY ABOUT,
THEN.

e Intellectual freedom
» Constitutional & legal rights

SHOEBOXBLOG.COM CHUCK & BEANS FACEBOOK.COM/SHOEBOXBLOG
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Why Online Privacy?

INTELLECTUAL
e 1st Admendment PRIVACY

* Free speech includes
freedom to read

» Surveillence chills inquiry




“Choice requires both a
varied selection and the
assurance that one's
choice is hot monitored.”
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ALA Library Bill of Rights

Confidentiality of library
records

Opposition to Patriot Act

Libraries as champions
for privacy




Data sharing

Data mining
Data theft
Surveillance
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« Social media & the cloud
» Content personalization
 Activity tracking

Email & http://
Monitoring & filtering
Wifi hotspots

Malware & hacking

Mobile apps & devices
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Threats in the Library

Anything shared Your : Sharing information
. . ) . There is network
over the network information footprint . over a netwo
* FUDIIC computers & NetwWOrks sopento  [MMICTSIS "o ononynity EELCENTIRR
misinterpretation. you think. : up control over

that information.

Integrated library systems

= a The Internet not Identity is not
* Library catalog & websites i EX%%CI TR

Ebooks & other econtent

httpy/fteachingprivacy.csiberkeley.edu

Communication Just because Information about
over a network, something can’t You can't you on the Internet
unless strongly be found today, avoid having an will be used by
encrypted, is never doesn’'t mean it information footprint somebody in their
just between two can't be found by not going online. interest -
parties. tomorrow. including against you.
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Threats - Public Computer

* Access control software
» Display screens

* Web browsing

 Digital fingerprints

e Malware
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Monitoring

Content filters esp. those
that break https

Packet sniffers esp. wifi
Weak wifi encryption
Rogue wifi hotspots
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 Qver retention of user data

* Unencrypted data transmissions
* Notifications & reports

* Personally identifiable
iInformation & PINS

* Unencrypted backups
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Lack of https
Web analytics & logfiles
Personalization

Social - comments, ratings,
recommendations, etc

Embedded content & scripts
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» Lack of https

 |dentity managment &
DRM

e Vendor policies &
practices about user data

» Sharing with 3rd parties
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* Privacy audit

* Privacy policies

e Public computer & network

* Integrated library system
 Library catalog & website

* Vendor agreements & licenses




urvey all technologies

provided by the library

Describe current practices
Evaluate existing policies

Make recommendations

ALA  ALA Connect

Y

Contact ALA  GiveALA
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American
Library
Assomatlon

e Round Tbles » ] Publiatons » ] Relssd»

u are st ALA org » ADVOCACY » Liberty, Privacy & Suneillance » Privacy Tool Kit

Advocacy Events Privacy Tool Kit
Advocacy University

o Privacy is essential to the e e
Federal Legislation & chills users' choices, thereby suppressing
Regulation to records of speech, research and exploration

deas Tha possiility

u( &umea

Feedback

of the Library

Bill of Rights
oot
Table of Contents

Access

Revised by the IFC Privacy Subcommitiee and approved by the Intellectual Freedom Committee January 2014

Broadband & E-Rate

Copyright

Library Core Values
Diversity
Ebooks * Priva 'm-lthu Law

Frst Amendment. inelloctual
Freedom ertie:

Federal Funding

A Privacy Audit
Government Information o Definition and Purpose
© WWhat ta Audit for Personally Identifiable Infarmation
o Questions to Ask

International Issues
Literacy

Privacy & Survei

nee

Privacy, Surveillance &
Cybersecurity Legislation

cisa
ECPA
USA PATRIOT Act

Privacy Toolkit

Library Pr 2oy Guidelines for
E-book Les nd Digital
Content Vendots

Impl A Checklist for Developing Privacy

+ Resnonsibilities of Governance Bodies/Policy Makers

http://www.ala.org/advocacy/privacyconfidentiality/toolkitsprivacy/privacy
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 Guidance ALA, FIPP, state law
» Create privacy-specific polices

data will be
processed fairly

lick on the spokes to learn more!

* Add privacy to existing policies

* Ways to inform users

FTC Fair Information Practice Principles (FIPP), May 2000
https://www.ftc.gov/reports/privacy-online-fair-information-practices-electronic-marketplace-federal-trade-commission




Safeguards - Public Computer
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Purge records of logins
 AnoONnymous access

Privacy filters on screens

Check out laptops, tablets
» Up-to-date software

e Erasure software
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» Clear cache, cookies, history
on browser exit

* |nstall extensions like Privacy
Badger, Https Everywhere

» Set search to to Duck Duck
Go, Start Page
TICE S
sarE FFCoMPUTEG, - Tor Browser or TAILS OS for
anonymous access
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Safeguards - Networks

 Purge network access logs

to network where
sensitive data resides

| Hacker intercepts and
views sensitive data

‘ Hacker gains access

 Don't break https with content filters

* Limit access to ethernet ports

appllcation
1 - SErvel

 /Zone network traffic for staff PCs, A
wilred melfwork \li,._i
=

public PCs, wifi, etc

* Deploy wifi with proper encryption

database

Client talks to wrong AP |

* Monitor for rogue wifi hotspots




e ObS
Alaska State [ o ”*ﬂlltgeﬁﬂcu
LIBRARY [l g P g K (e Digital

RN et | ' =

Y

Tibrary Developrment

 Purge user data logs, encryt backups, » Aggregate or anonmize personal user
purge old backups data in reports, control access to reports

« Use with SSL with staff clients, SIP, APIs, * Avoid collecting unnecessary personal
RFID when possible or use VPN information like SSN

« Avoid sending sensitive information like * If possible restrict acess to PIN and other
book titles in clear-text email notifications sensitive information in staff client

* Train staff in handling
sensitive information
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 Encrypt websites & catalogs

B Let’s Encrypt « Piwik alternative to Google Analytics

e Default to opt-in for personalization with
ability to later opt-out

 Anonymous or authenticated users for
social features?

@ hitps:/www.yourdomain.com « Vet embedded content & scripts, they
often share data with 3rd parties

https://letsencrypt.org/
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L ﬁg‘]erlcan ALA  ALA Connect Contact ALA GiveALA  Join/Rene L_]J|_
. . . . . l rar‘y Search
« Libraries should make privacy a criteria when A AASSOClahon -

purchasing content

it: ALA.org » ADVOCACY » Library Privacy Guidelines for E-book Lending and Digital Content Vendors

e \Vendors should disclose their policies & Advocacy Events Library Privacy Guidelines for E-book Lending and
. e U Digital Content Vendors
practices around user data

Federal Legislation &
Regulation

Introduction

- Issues Protecting user privacy and confidentiality has long been an integral part of the intellectual freedom mission of libraries. The
[ ] L I Ce n Se ag ree l I le ntS & CO ntra CtS S h O u | d _ right to free mquru_»,' as assured by the F@lsl Amendment ilepe_ngls upen the ab\lity_t:l read and access information free from
scrutiny by the government or other third parties. In their provision of services to library users, librarians have an ethical
] . Access obligation, expressed in the ALA Code of Ethics, to preserve users'right to privacy and to prevent any unautherized use of
ad d reSS p rIVa Cy ISS u es Broadband & E-Rate patron data[1]. Librarians and libraries may also have a legal obligation to protect library users' data from unauthorized
disclosure.
Copyright
Libraries enter into licenses or agreements with commercial vendors in order to provid I=- library users ac cess 1o digital
Diversity information, including e-bat ed vi

* Libraries should inform users of privacy ey G

Erp
e B B e
First Amendment, Intellectual and vendors must wark toge gove man th provision and \ use of ¢ thtaI

implications when accessing online content [ e— e

Federal Funding These guidelines are issuad to provide vendors with information about appropriate data management and security practices in
respect to library patrons' personally identifiable information and data about their use of digital content

e senvices, most e-book and and use I\b\aly patl:n

al rights manapma t, c

Government Information

http://www.ala.org/advocacyl/library-privacy-guidelines-e-book-lending-and-digital-content-vendors
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e Online world full of threats to
privacy

» Tradeoff between privacy and
convenience

 Users should be able to make
iInformed decisions
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Awareness — Literacy

* People often feel powerless to
protect their privacy

* Privacy should be part of any
digital literacy training

Library Freedom
w (Project ject g

» Librarians should become the
privacy experts in their community

https://libraryfreedomproject.org/
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* People are concerned
about online privacy

Choose e = * Great topic for civic
Privacy engagement

Someone is watching your every move.
Financial transactions, communications records,
media consumption, social networking, and GPS

S g ) ¢ Libraries can provide
| leadership

https://chooseprivacyweek.org/
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