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» Safeguards
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Why Online Privacy?
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Safety & security
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Intellectual freedom
Constitutional & legal rights
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i Why Onllne Privacy?
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Why Online Privacy?

A -Z‘

¥

4
=

e B e e
E e
N e o

el -

‘Why, do libraries ¢ ALA lerary Bl” Of
JFLPE LAN nghtS
“"““T““"“:" - -« Confidentiality of I|braw
PRVAGY? records

e e e * Opposition to Patriot
ISR | -, 005t o, Act

e Libraries as champlons_
3 for privacy

_‘F.
1-"
.--":‘
'H.
_...
ﬂ\.
+

T LT F LT T T L ) | I | T LT
T R LT T L] -W !IIIJ fHTITTTT Ilurfr.r'ri:"' ] L



Threats to Privacy

Data sharing » Social media & the cloud
Data mining » Content personalization
Data theft  Activity tracking
Surveillance  Email & http://

* Monitoring & filtering
* Wifl hotspots
* Malware & hacking

* Mobile apps & devices




Threats In the Library

Anything shared Your Sharing information
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Safeguards for Privacy

* Privacy audit
* Privacy policies

HOW TO .:.J& . :
T T Public computer & network

* Integrated library system

ONLINE

ntity theft is growing,
spy softwane

 Library catalog & website
* Vendor agreements & licenses




Safeguards — Privacy Audit

» Survey all technologies AL A s s s e
rovided by the library
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Safeguards — Privacy Policies

 Guidance ALA, FIPP, state law
» Create privacy-specific polices
» Add privacy to existing policies

» Ways to inform users

FTC Fair Information Practice Principles (FIPP), May 2000
https://www.ftc.gov/reports/privacy-online-fair-information-practices-electronic-marketplace-federal-trade-commission



Threats - Public Computer

Access control software
Display screens
Web browsing
Digital fingerprints
Malware




Safeguards - Public Computer

» Purge records of logins
 Anonymous access
* Privacy filters on screens

» Check out laptops,
tablets

« Up-to-date software

 Erasure software



Safeguards - Public Computer

Badger, |-

« Set searc
Go, Start

» Clear cache, cookies, history
on browser exit

* |nstall extensions like Privacy

ttps Everywhere
N to to Duck Duck

Page

e Tor Browser or TAILS OS for
anonymous access



Monitoring

Content filters esp. those
that break https

Packet sniffers esp. wifi
Weak wifi encryption
Rogue wifi hotspots



Safeguards - Networks

Purge network access logs
Don't break https with content filters
Limit access to ethernet ports

Zone network traffic for staff PC | Hacker inercepts and

views sensutwe data
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Threats - ILS

Over retention of user data
Unencrypted data transmissions
Notifications & reports

Personally identifiable
information & PINs

Unencrypted backups
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Safeguards - ILS

* Purge user data logs, encryt backups, < Aggregate or anonmize personal
purge old backups user data in reports, control

+ Use with SSL with staff clients, SIP, access to reports
APIs, RFID when possible or use VPN « Avoid collecting unnecessary

ersonal information like SSN
» Avoid sending sensitive information P |

like book titles in clear-text email » |If possible restrict acess to PIN
notifications and other sensitive information in
staff client

* Train staff in handling
sensitive information



Threats - Catalog & Websites

* Lack of https
 Web analytics & lodfiles

Personalization

e Social - comments, ratings,
recommendations, etc

 Embedded content & scripts




Safeguards- Catalog/Websites

B https://www.yourdomain.comi

https://letsencrypt.org/

Encrypt websites & catalogs
Piwik alternative to Google Analytics

Default to opt-in for personalization
with ability to later opt-out

Anonymous or authenticated users for
social features?

Vet embedded content & scripts, they
often share data with 3rd parties



Threats - Ebooks & Econtent

* Lack of https

* |dentity managment &
DRM

* Vendor policies &
practices about user data

» Sharing with 3rd parties




Safeguards — Ebooks/Econtent

i i : P American S T e
 Libraries should make privacy a criteria Library

- Association
Wh e n p u rCh aS I n g CO nte nt (Cffices » | Round Tables » Contact Congress ~ Feadback

You are at: ALAorg » ADVOCACY » Library Privacy Guidelines for E-book Lending and Digital Content Vendors

* Vendors should disclose their policies &

orac tices around user data Advocacy Events Library Privacy Guidelines for E-book Lending and

ol Digital Content Vendors

Federal Legislation &

Regulation Introduction

.
il L ments & contracts should
I Ce n Se ag ree e n S CO n raC S S O u Pratecting user privacy and confidentiality has long been an integral part of the intellectual freedom mission of libraries. The
. . right to free inquiry as assured by the First Amendment depends upon the ability to read and access information free from
a d d reSS p rl Va Cy ISS u eS Accese scrutiny by the govemment or other third parties. In their provision of senices ta library users, librarians have an sthical

obligation, expressed in the ALA Code of Ethics, to preserve users'right to privacy and to prevent any unauthorized use of

Broadband & E-Rate patron data[1]. Librarians and libraries may also have a legal obligation to protect library users' data from unauthorized
disclosure

Copyright
H H . H Libraries enter into licenses or agreements with commercial vendars in order to provide library users access to digital
® LI b ra rl eS S h O u I d I nfo rl I I u Se rS Of p rlva Cy Diversity information, including e-books, journals, and databases. Access to these resources is most often provided via networks and
the internet. In the course of providing these services, most e-book and digital content vendars collect and use library patron
] | L] tl h L] | ] t t Ebooks data for a variety of reasons, including digital rights management, consumer analytics, and user personalization. Libraries
I I l . and vendors must work together to ensure that the contracts and licenses governing the provision and use of digital
I p I Ca I O n S W e n a CceSS I n g O n I n e CO n e n :',f;,for:fg'gm":i,:g‘:il:m'al information reflect library ethics, policies, and legal obligations conceming user privacy and confidentiality.
Federal Funding These guidelines are issued to provide vendors with information about appropriate data management and security practices in

respect to library patrons' personally identifiable information and data about their use of digital content
Government Information

http://www.ala.org/advocacy/library-privacy-guidelines-e-book-lending-and-digital-content-vendors




Public Awareness

* Transparency

D% . Digital
GS i Digital literacy
N » Library programming
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Awareness — Transparency
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Awareness — Literacy

* People often feel powerless to
protect their privacy

| Library Freedom

e |ibrarians should become the https://libraryfreedomproject.org/
privacy experts in their community

* Privacy should be part of any
digital literacy training
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Choose Privacy Week w.n.. ALaze  * People are Concerned
about online privacy

Privacy -4 ¢ Great topic for civic
= engageme Nt

Financial transactions, communications records,
media consumption, social networking, and GPS
locations are all tracked. But we can’t often tell by whom.

 Libraries can provide
leadership

https://chooseprivacyweek.org/
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